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Cognitive Computing Technologies,
Products, and Applications

N. Divyashree and Prasad K. S. Nandini

Abstract Cognitive computing has made industries and business organizations to
operate in a different paradigm with respect to the use of technology right from
carrying business operations to high-level decision-making strategy. The ability of
human experts in any field to think and make right decisions varies from person to
person which creates the demand and necessary requirement of a high skilled person
in an industry, but it becomes difficult for any human when it comes to obtaining
useful insights to carry out business operations and to take right decisions from a huge
amount of data that gets generated every day. Different technologies and platforms
are necessary to process almost petabytes of data and make proper use of it to obtain
patterns and insights.

Keywords Cognitive science · Cognitive computing · Artificial intelligence ·
Machine learning

1 Introduction

The word Cognition is obtained from the Latin word Cognosco (“con” means with
“gnosco” means know) which means “conceptualize” or “recognize”. Cognitive
science is a study of the interdisciplinary field [1] (cognitive psychology, cognitive
linguistics, biology, psychological science, computer science, and neuroscience) on
the human brain (mind and intelligence). Human cognition involvesmemory, percep-
tion, concept formation, concept association, concept recognition (involves pattern
recognition), consciousness, andmental ability to understand and solve any problem.
For instance, the way a person tries to remember a learned concept in different ways
and tries to link what is learnt to any previously encountered situations or examples.
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Cognitive computing [2] is a discipline under science which does all the effort
with a theme of human psychology andmental ability behind it. Cognitive computing
is yet another subfield under Artificial Intelligence (AI) that makes use of Machine
Learning (ML), Natural Language Processing (NLP), Human–Computer Interaction
(HCI), sentiment analysis, vision, Artificial Neural Networks (ANN), and big data
technologies to build a successful, self-learning information processing models that
simulate human cognition and intelligence.

The goal of cognitive computing systems is not to substitute humans but to mimic
the human thought process along with an extraordinary capability of processing
complex and the large amount of data that no human brain can process or retain so as
to assist human experts in the better decision-making process. Cognitive computing
tries to explore and implement human cognition concepts to solve vast problems
through penetration into the complexities of big data. Cognitive Computing Consor-
tium (CCC) has mentioned the following features that describe/identify a cognitive
system [3].

1.Adaptive: Cognitive systems should have the ability to learn and adapt in real time
be it the data gathering or understanding goals as surrounding environment change
in order to get desired results.

2. Interactive: Cognitive systems must be able to understand the requirements of
humans, take input from humans, and interact with its own system components like
processors, interconnected devices, and services to provide appropriate results.

3. Iterative andStateful: Cognitive systemsmust be able to retain and use previously
encountered knowledge/situation and use it on present problems statements if it
occurs similar or incomplete.

4. Contextual: Cognitive systems must be able to identify the requirements and
extract only necessary information from multiple sources of any data types (struc-
tured, unstructured, semi-structured data) that suits the problem context such as
syntax, meaning, time, place, or domain.

This paper tries to explain the idea behind Cognitive computing areas where
Cognitive computing can be and are successfully implemented, about different cogni-
tive computing companies, their products and solutions for business that requires
sloution through cognitive computing.

2 Technologies That Aid Cognitive Computing

2.1 Artificial Intelligence

AI is a study on how to mimic human intelligence through machines. AI can be
classified into three different levels:

• Narrow AI,
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• General AI, and
• Strong AI

A system is said to exhibit AI if it has the capabilities of problem-solving and
learning abilities from examples.

2.2 Machine Learning

ML is a branch under AI, where an algorithm/program learns from historical and
existing data without being explicitly programmed calledMachine LearningModels.
ML algorithms.

Individual or combinations of these algorithms are used to buildmodels to perform
complex tasks like prediction forecasting, analytics, estimation, etc.

2.3 Natural Language Processing

NLP deals with deciphering unstructured data to extract, understand, analyze,
and process meaningful information to drive intelligent solutions. Different ML
algorithms are employed to build NLP systems.

NLP is used in several areas like speech recognition, sentiment analysis, customer
service, advertisement, text summarization, text analytics, social media monitoring,
etc. Trends that impact NLP are machine learning algorithms, Deep learning,
semantic search, and Cognitive communication.

2.4 Computer Vision

Computer vision deals with the automation of high-level understanding and
information gathering from digital videos and images. According to BritishMachine
Vision Association and Society for Pattern Recognition (BMVA) [4], “Computer
Vision is concerned with the automatic extraction, analysis and understanding of
useful information from a single image or sequence of images”. Computer vision is
used in many fields like

• Biometrics • Agriculture

• Image restoration • Forensics

• Robotics • Transport and many more

• Augmented reality • Facial recognition

• Security and surveillance • Autonomous vehicles
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2.5 Human–Computer Interaction

Human–Computer Interaction (HCI) deals with designing of technologies and
interfaces that assist interaction between human and computer in a novel way and
also tries to mimic human–human interaction as well. According to Association
for Computing Machinery (ACM), “Human–Computer Interaction is a discipline
concerned with the design, evaluation and implementation of interactive computing
systems for human use and with the study of major phenomena surrounding them”.
Examples of HCI include

• Graphical User Interface(GUI) • Natural language question and answering

• Voice User Interface (VUI) • Google voice search

• Facial recognition systems

3 Cognitive Computing Companies and their Products

3.1 Sparkcognition

Sparkcognition is a leading AI solution company [5]. It has provided many software
solutions for customers namely, Analysis of complex data stores, providing action-
able insights, Automation and identification of optimal responses, and Infrastructure
protection against cyber threats.

i. Areas where Sparkcognition has provided solutions

• Aviation • Financial services

• Maritime • Manufacturing

• Defense • Energy and utilities

• Cybersecurity • Federal industry

• Oil and gas • Telecommunication

ii. Products/solutions of Sparkcognition

• SparkPredict • DeepNLP

• DeepArmor • Darwin
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3.2 SparkSecure

SparkSecure is a Cloud-based platform developed by Sparkcognition [6] which
augments and optimizes cybersecurity team performance. SparkSecure is an inno-
vative approach that combines cognitive analysis with big data and large security
corpus through IBM Watson. SparkSecure automatically collects large amounts of
security data of both structured and unstructured data in the form of natural language
or in the form of server logs through IoT (Internet of Things)and applies its patented
Machine Learning algorithms for Cognitive analysis to understand about the data and
performs detection of insider threats, malicious software and identifying bot traffics
in weblogs.

3.3 Mindfabric

Mindfabric is yet another Cognitive security analytics platform [7] developed by
Sparkcognition for protection against cyber threats. Industries that are connected
to mobile devices and servers in the cloud are very vulnerable to cyber threats
that no humans can possibly contend due to its diverse nature. Mindfabric collects
digital information (be it the infrastructure security data or real-time data through
IoT devices), and automatically builds cognitive models to learn from data and
project/predict outcome (be it for constantly updating security policies, prevention
of disasters before occurrence, or prediction of system failure) into the future.

3.4 Microsoft Cognitive Services

Microsoft Cognitive Services provides APIs (Application Programming Interface)
with inbuilt AI algorithms for apps, bots, and websites [8]. Microsoft Cognitive
Services has a collection of around 25 tools (collection of AI algorithms and
APIs) that allows developers to include various features like sentiment detection,
emojis, vision, etc., to the applications with no requirement of prior knowledge on
machine learning. E.g., Skype, Crotona, and Bing provide features like conversation
translation, understanding of spoken words, and intent.

Azure [9] is a cloud-based platform developed by Microsoft for managing appli-
cations and services by providing Infrastructure as a Service (IaaS), Software as a
Service (SaaS), and Platform as a Service (PaaS).

i. Cognitive Services provided by Azure

• Vision • Language

(continued)
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(continued)

• Speech • Search

• Knowledge • Anomaly detection

3.5 IBM Watson

IBMWatson is a supercomputer named after its founder Thomas J. Watson. Watson
is a cloud-based suite of applications, enterprise-ready AI services and tools [10].
Watson has several applications that apply Cognitive computing as the underlying
technology. IBM has provided AI-based solutions in several fields like advertising,
IoT, health, customer engagement, financial services, education,Media, collaborated
solutions for teamwork, and talent management solutions.

i. Some APIs developed by IBM Watson

• Watson assistant • Natural language understanding

• Watson openScale • Personality insights

• Visual recognition • Watson studio and many more

• Tone analyzer

3.6 Numenta

Numenta [11] is a company that works on machine intelligence technology and
applications based on neocortex principles. Numenta has developed an open-source
project called NuPIC (Numenta Platform for Intelligent Computing) using an
underlying technology called HTM (Hierarchical Temporal Memory).

i. Commercial products created by Numenta

• Grok (for anomaly detection, and for reduction of downtime in business)
• Cortical.io (natural language processor)
• Hierarchical Temporal Memory (HTM) an open-source technology inspired

by the neocortex.

ii. Some of the example applications available under NuPIC

• Stock monitoring
• Rogue behavior [12]
• Geospatial tracking [13]
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3.7 Expert System

Expert System [14] is a company that develops Text analytics software and Cogni-
tive computing software using AI algorithms to explore and understand the intended
meaning of written language and provides solutions like insights gaining, better
decision-making, customer engagement, automation of processes that are informa-
tion intense, andmitigation of operational risks. Solutions provided byExpert System
are Knowledge management, Corporate intelligence, Entity extraction software,
Cognitive automation, and Automatic classification.

i. Products developed by Expert Systems

• Cogito cognitive technology • Cogito studio

• Cogito intelligence platform • Cogito for underwriting

• Cogito discover • Biopharma navigator

• Cogito claims • API and Integrations

• Cogito answers

3.8 Cisco Cognitive Threat Analytics

Cisco Cognitive Threat Analytics is a cloud-based service [15] to detect malicious
attacks and suspicious web-based traffic for the websites. Cognitive threat analytics
is able to analyze nearly ten billion web requests per day and zeroes in malicious
activities using statistical models and machine learning models for analyzing web
traffic and device behavior over networks.

3.9 HPE Haven OnDemand

Haven OnDemand [16] is introduced as Machine learning as a service by HPE
(Hewlett Packard Enterprise) on Microsoft Azure as a Cognitive computing service.
Haven OnDemand provides services and collection of nearly more than sixty APIs
that are developed using machine learning algorithms for data scientists and enter-
prise application developers to extract and analyze multiple data formats from big
data in a faster and easier way for building data-rich applications.
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3.10 CognitiveScale

CognitiveScale [17] is an AI-powered cognitive foundation company and is first in
the world to release a cognitive platform called Cortex. Cortex software augments
machine intelligence to human intelligence to enhance business operations and
customer experience by simplifying business processes including development,
deployment, and management by provision cognitive insights for business actions.

i. Products by CognitiveScale

• Engage AI
• Amplify AI

3.11 Deepmind

Deepmind [18] is a leader company in the world for its research in Artificial intelli-
gence and its applications. Deepmind has built many relationships-time applications
using AI technology.

i. Projects of Deepmind

• Deepmind health • Games

• Deepmind for Google • Differential neural computer

• Deepmind ethics and society • Deep Q-Network

4 Application Areas of Cognitive Computing

• Law firms • Personal shopping bots

• Industrial sector • Customer support bots

• Financial sector • Travel agents

• Education • HealthCare

• Customer behavior analysis • Security

These are some of the application areas where cognitive computing is currently
being applied, but not limited to.



Cognitive Computing Technologies, Products, and Applications 701

5 Conclusion

SparkCognition, SparkSecure, Mindfabric, Microsoft Cognitive Services, IBM
Watson, Numenta, Expert System, Cisco Cognitive Threat Analytics, HPE Haven
OnDemand,CognitiveScale, andDeepmind are themain companies that are currently
contributing to cognitive computing, but not limited to. Cognitive computing tech-
nologies can be used to only those areas which generate a large amount of data and
cognitive decisions to be made out of it.
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