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ABSTRACT: Secure transmission and storage of data are most important for a successful communication system. 

Cryptography protects the information so that the intruder cannot have access to the data of interest. There are various 

algorithms implemented to transform the information to be transmitted into cipher form so that it does not have any traces 

of its original form and can be protected from trespasser. Chaotic based Grain 128-bit is a stream cipher made up of a linear 

and a non-linear feedback shift registers, which is fed by a chaotic logistic map and a Boolean non-linear filter, which is fed 

by both LFSR and NLFSR. Key is generated using Chaotic based Grain 128-bit stream cipher and is used in the application 

for image encryption. The generation of the key is implemented on Xilinx ISE xc7a100t-3csg324 using Verilog code is also 

discussed. Analysis of the work is done by plotting a histogram of input, encrypted, and decrypted images.  

 

Keywords: Cryptography, Linear feedback shift register (LFSR), Non-linear feedback shift register (NLFSR), Cipher, 

Encryption, and decryption. 

1. Introduction 

Different forms of contents such as text, audio, image, video, etc are transmitted from one point to another in various ways.  

To have successful communication, the information at the receiver end should not be corrupted. This is achieved by 

providing security to the data to be transmitted. One of the popular methods is to convert the original data into cipher fo rm 

so that the trespasser cannot have access to it. Cryptography deals with protecting the data using codes so that the data can  

be accessed only by the intended users.  

Stream and block ciphers are the two types of ciphers used in a symmetric key cryptographic system. The key generation 

using stream ciphers in software is much faster than in block cipher. Stream ciphers are also resistive against various 

statistical attacks and are made up of LFSRs and NLFSRs. The properties of the sequence generated using  LFSRs coincide 

with that of truly random sequences [1]. Global Positioning System (GPS) uses sequences generated by LFSRs. L2 

frequency band Civil Moderate signal also uses sequences generated by LFSRs as the sequences generated by LFSRs have 

properties similar to pseudo random sequence. But, the order of the sequence is less comparatively and hence the cycle 

repeats after certain number of bits. Thus, they result in poor correlation properties [2]. The non -linearity increases the 

randomness properties in the sequence generated, thus increasing the security of transmission of information through the 

unprotected medium. The encryption process in stream cipher is bit by bit XOR operation between key stream and the input 

stream of bits.  

The security of the cryptographic system depends upon the strength of the key generated using cryptographic algorithm. 

Hence, the strength of the key decides the strength of the security system. More random the key generated, more secure the 

system. Hence, the random number generator is the basic and important block in a cryptographic system. Lots of research 

are going on regarding design of an efficient random number generators. It is a challenge to generate a true pseudorandom 

sequence having desired statistical properties necessary for cryptographic systems [3] 

Satellite applications require binary sequences having good correlation properties. They also require sequences having 

suitable linear complexity [4]. A survey on chaotic encryption algorithms of the speech signal and cryptographic 

requirements is discussed in [5]. Cryptographic applications require random binary sequences having large linear 

complexity properties. In [6], random binary number is generated using mat rix recurrence relation which is defined over 

Z4. The sequence generated has larger linear complexity properties. Water Marked Image Encryption Using Logistic Map 

Electronic copy available at: https://ssrn.com/abstract=3735835
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Photonics is a branch of science which deals with

creation, perception, and arrangement of light in a

suitable form. The waves are electromagnetic waves

(EM waves) where electric and magnetic waves are

perpendicular to each other. These sensors are used

to detect diseases like cancer, forensic analysis,

pattern, parental recognition, pattern recognition, etc.

But, photonic biosensors are first designed so as to

get the optical-designed simulation pattern using

MEEP and opti-FDTD algorithms. The patterns are
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An modified E-shaped dual-mode resonator is proposed to design two types of

dual-mode bandpass filters such as Filter I and Filter II. The proposed

resonator comprises of a half-wavelength hairpin resonator and a meander ring

on its symmetrical plane. As the structure is symmetrical, it supports odd and

even mode theory. In Filter I, based on coupling gaps between feedlines and

middle arm of E-shaped resonator, the location of upper stopband

transmission zero is controlled. Using two tuning stubs incorporated with inner
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International Technology Roadmap for

Semiconductors-ITRS2.0 predicts an end to

traditional scaling and shrinking of chips by 2028. The

future depends on the alternative technology to fill

the gap and perform better than the existing

technology. There are numerous technologies

emerging, one among them being the reversible

logic is fast gaining the importance due to the

quantum technology for minimal dissipation of

energy whose operation is reversible in nature.

Arithmetic and logic operations are the core of any

processing system and its importance is found in all
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Reversible logic has emerged its importance in the

framework of recent technology as such optical

computing and quantum computation. Reversible

logic does not loose bits of information during

computation. In the proposed work, a class of new

design for reversible 4-bit and 64-bit BCD adder

circuits is designed. Design of 64-bit BCD adder is

first of its kind when related with the present

reversible BCD adder in the literature. Proposed

design uses 11 constant inputs, 22 garbage outputs,

and the quantum cost are 72. Quantum cost of the
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In the modern era, the automobile trading has

enhanced a lot by adding more safety features to

protect the driver and vehicle on the road. Majorly,

the accident occurs due to the fault in the system or

ignorance of the driver. This paper demonstrates the

digital framework, wherein the sensors are connected

to the centralized system through the CAN bus with

the main controller for leveraging proper alert

information to the driver. The primary goal of the

proposed system is to make the driver more

comfortable to drive by providing the real-time data

like status of the traffic signal, vehicle headlight
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The contribution of Wireless Sensor Network (WSN)

towards commercial sensing application is

tremendously progressing day-by-day. However, it is

still shrouded by security problems owing to less
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This paper presents a unique approach for designing
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Abstract

Allocation of resource and binding it to functional

unit at high-level synthesis an optimal problem to

minimize the area and performance in terms of

resource sharing and binding is presented in this

paper. The paper presents the comparative analysis of

nature-inspired computation techniques for resource

allocation and binding: 1. Evolutionary-based

computation: genetic algorithm. 2. Swarm

intelligence-based computation: particle swarm

optimization. The comparative analysis of the results

shows genetic algorithm surpasses particle swarm
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Abstract

This paper presents the novel algorithm for

automatic fire detection from still images and video

sequences. Proposed technique has been using the

color cue and flame flicker for detecting fire. This

paper proposes a combination of two algorithms to

detect fire from video clips. Firstly, the algorithm

defines the method to detect fire in static images

which can be called as color feature technique.

Secondly, the algorithm defines to detect the fire in

video sequences, which can be called as flicker
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Abstract 

The concept of the natural computation for optimal scheduling in high level synthesis, for resource constraint and time constraint 
scheduling problem in automated integrated circuit synthesis using Integer Linear Programming (ILP) modeling is presented in 
this paper. This paper compares three natural computations paradigms: (i) evolution optimizer technique genetic algorithm,      
(ii) evolutionary programming, and (iii) swarm intelligence based particle swarm optimization. Experimental results indicate that 
evolution based Genetic Algorithm search is more powerful search compared to Evolutionary Programming and Particle Swam 
Optimization. 
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1. Introduction 
 

Very Large Scale Integration (VLSI) circuits built with hundreds and thousands of transistors on a single chip, 
the design complexity of the chip increases in terms of number of gates, transistors and functionality.  
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